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About the research
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11th annual Experian Identity & Fraud Report

Based on two U.S. surveys conducted in April 2026,
conducted by our research partner HarrisX

2,000+ consumers surveyed on online interactions,
security expectations, and customer experience across
age (18-69) and income segments

200+ businesses surveyed on fraud management,
identity verification, authentication, and customer
experience investments

Business respondents ranged from $10M to $1B+ in
revenue and represented industries including banking,
fintech, consumer technology, electronics, and payments
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In 2025, fraud grew at the fastest YOY rate of the last 6 years
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$15.9 billion $21 billion

in identity theft fraud losses in scams and cybercrime,
reported in 2025 by U.S. 726% from 20252

\\ consumers, *27% from 2025 / \\ /

1 - https://lwww.ftc.gov/news-events/news/press-release s/2026/0 3/ftc-testifies-joint-econo mic-committee-age ncys-efforts-combat-fraud
2 - https://www.fbi.gov/news/press-rele ase s/cryptocurrency-and-ai-scams-bilk-americans-of-billions
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Poll question:

What was the top fraud concern
for consumers in 20257




Fraud is top of mind for consumers

But what they fear the most isn’'t what they encounter most

/MOST CONCERNING \ /IVIOST ENCOUNTERED \

% citing each as a concern when conducting online activities % encountering each event over the past year

Identity theft Phishing emails, texts or calls

Credit card info stolen False info / fake advertising

Online privacy Package delivery scams

Credit card info stolen
Unauthorized card charges

Unauthorized card charges

Fraudulent bank transactions

N
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COnsumerS are adOptlng CONSUMER AWARENESS:
Al and watching it warily Al scam types

Al-generated fake images /
video

Al-generated phishing

278 56"

Deepfake voice
impersonation

Impersonating friends or

of new account of consumers are family
openings were Al extremely or very
chatbot (ChatGPT, concerned about Chatbots impersonating
Claude, etc.) accounts Al scams companies

*fastest growing new account
opening type--up from 16% in 2025

ONLY 15% OF CONSUMERS
AREN'T AWARE OF Al SCAMS
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Consumers split on Al decisioning;
still want humans in the loop

/COMFORT TODAY \

Comfort with businesses using Al to make decisions about
you (e.g., loan approval, fraud flag, risk)

Very comfortable

Somewhat
comfortable

Neutral

Somewhat
uncomfortable

Very
uncomfortable

-
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/WHAT WOULD INCREASE COMFORT \

Top factor that would raise comfort, among consumers
not already comfortable

Human oversight

Nothing would increase my
comfort

Transparency / explanation

Ability to appeal decisions

Independent regulation
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Consumers and businesses split on
security vs. experience

/SECURITY MEASURES THAT\

MAKE CONSUMERS
FEEL MOST SECURE

Behavioral biometrics
Banking app auth
Physical biometrics

Selfie + ID photo

PIN to mobile device

N /
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/SECURITY MEASURES THAT\

CONSUMERS SAY MAKE FOR A
BETTER CUSTOMER EXPERIENCE

Gov-issued digital ID
Personal information
Physical biometrics
Passwordless login

Behavioral biometrics

.
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Consumers and businesses split on

security vs. experience

/SECURITY MEASURES THAT\

MAKE CONSUMERS
FEEL MOST SECURE

Behavioral biometrics
Banking app auth
Physical biometrics

Selfie + ID photo

PIN to mobile device

N /

THE GAP: Physical and behavioral biometrics make both consumer top-5 lists — trusted and experience-enhancing — yet
neither ranks among businesses' five most-used solutions (physical biometrics: 22%, 10th).
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/SECURITY MEASURES THAT\

CONSUMERS SAY MAKE FOR A
BETTER CUSTOMER EXPERIENCE

Gov-issued digital ID
Personal information
Physical biometrics

Passwordless login

Behavioral biometrics

N /

/ SECURITY MEASURES \

BUSINESSES USE MOST TODAY

Security questions

Multi-factor auth

Secondary-device
checks

Passwords

Generative Al

.




ldentity and transparency become the
foundation of trust

The future of digital experiences depends on continuous identity verification and trusted customer interactions

SECURITY AND TRANSPARENCY SIGNALS

% of consumers agreeing with each statement

Want clarity on why their data is

o)
requested 4 6 A)

Believe its important for businesses to
accurately identify them online...

Feel safer using biometric security than
a year ago

More trusting when businesses

: become extremely or very
demonstrate security

trusting when recognized without

repeated authentication. Another
Feel safer due to more complex security 40% become somewhat trusting.
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Poll question:

What is the top fraud concern
for your business?




Businesses face rising

payment, |dent|ty and Most common fraud events encountered
by U.S. businesses in 2025

GenAl-driven fraud

Transactional payment fraud

First-party fraud
Identity theft

60"

Generative Al-related fraud

of businesses say fraud has increased Money mules and scams
compared to previous years
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How are businesses investing in response?

Al THREADS THE AGENDA: five of the top 10 investment areas are Al-focused — building and recalibrating Al models, preparing
for Al agents and countering GenAl-enabled fraud.

Account takeover fraud detection
& prevention

New Al models for operations

APP fraud detection & prevention

New Al models for customer
decisions

Digital acquisition & engagement

First-party fraud detection &
prevention

Recalibrating existing Al models

Preparing for Al agents acting for
customers

GenAl & deepfake fraud detection

Cybercrime detection & prevention

B Al-focused investment

® Fraud & security capabilities

64%
63%
60%
59%
51%
50%
%
49%
48% Of businesses
expect fraud budgets
(1) .
48% to increase

47%
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Al: friend and foe

/THE DEFENSE:

Al IN FRAUD MANAGEMENT

Current use of Al in fraud management

ML plus GenAl experimentation

Production use of GenAl in fraud
detection

Traditional machine learning only

Not currently using Al

-

~
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KTHE THREAT:

AI-ENABLED FRAUD RISKS

% of businesses seeing each Al-enabled or Al-assisted fraud risk

Al-generated phishing
Al-assisted first-party fraud
Al-generated document forgery
Automated bot attacks
Deepfake voice / audio

Deepfake videos / images

Synthetic identities

-
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Agentic commerce and
the human-not-present era

23°4 <°50

have used Al tools to support would consider using confidence falls at transactions
shopping or booking Al tools to to support above $50, that are complex
shopping or booking or financial in nature
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Questions
and feedback

ED‘ Submit your questions
and feedback in the chat:

Ideas on tools that would help you
with your fraud strategy

Suggestions on datal/insights you’d
like to see in future reports
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Connect with us

Kathleen Peters
S Kathleen.Peters@Experian.com
in Linkedin.com/in/kathleenpeters/

Jason Keegan
S Jason.Keegan@Experian.com

in| Linkedin.com/in/jasonmkeegan/
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Experian Thought Leadership Hub

Gain insights into the fast-changing world of consumer and
business data through our extensive library of resources.
Experian.com/thought-leadership

Follow Experian Insights on LinkedIn
Linkedin.com/showcase/experian-consumer-information
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Register now

experian.com/vision
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